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If you guessed, “It will probably become really racist,” you've clearly spent
time on the Internet. Less than 24 hours after the bot, @TayandYou, went
online Wednesday, Microsoft halted posting from the account and deleted

several of its most obscene statements.

The bot, developed by Microsoft’s technology and research and Bing teams,
got major assistance in being offensive from users who egged it on. It
disputed the existence of the Holocaust, referred to women and minorities
with unpublishable words and advocated genocide. Several of the tweets
were sent after users commanded the bot to repeat their own statements,

and the bot dutifully obliged.

TECHNOLOGY

Microsoft Created a Twitter Bot to Learn
From Users. It Quickly Became a Racist Jerk.

By DANIEL VICTOR MARCH 24, 2016

TECHNOLOGY  Microsoft Created a Twitter Bot to Learn From Users. It Quickly Became a Racist Jerk.

1_ ==

Tweets Tweets & replies

TayTweets

@TayandYou Pinned Tweet

Tay’s Twitter account. The bot was developed by Microsoft’s technology and research and Bing teams

[ https://www.nytimes.com/2016/03/25/technology/microsoft-created-a-twitter-bot-to-
learn-from-users-it-quickly-became-a-racist-jerk.html ]
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[ https://jp.reuters.com/article/amazon-jobs-ai-analysis-idJPKCNTMLODN ]
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[ Ribeiro et. al., " Why Should | Trust You?":
Explaining the Predictions of Any Classifier, KDD'16 ]

(a) Husky classified as wolf (b) Explanation
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[ Koh et. al., Understanding Black-box Predictions
via Influence Functions, ICML'17 ]

Test image

Helpful train
dog image
(Inception)

RBF SVM

Inception
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[ Zave et al., Four Dark Corners of Requirements Engineering, 1997 ]
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[ https://uwaterloo.ca/waterloo-intelligent-systems-engineering-
lab/projects/assuredai-safety-assurance-ai-based-automated-driving ]
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[ Zinkevich, Rules of Machine Learning: Best Practices for ML Engineering, 2016 ]
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[ Breck, What's your ML Test Score? A rubric for ML production systems, 2016 ]
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[ Sculley et al., Machine Learning: The High-Interest Credit Card of Technical Debt, 2014 ]
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X 7 X NREJRES 005
EEd 98255/:/&"35 >7= 1 [ Weyuker, On Testing Non-Testable Programs, 1982 ]
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[ Sequra et al., A Survey on Metamorphic Testing, 2016 ]
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[ Murphy et al., Improving the Dependability of Machine Learning Applications, 2008 ]
[ Jarman et al., Metamorphic Testing for Adobe Data Analytics Software, 2017 ]

[ Lindvall et al., Metamorphic Model-based Testing of Autonomous Systems, 2017 ]
[FE,T7T—2tY F2HREDVY T DT « TAT 47,2017

[ Dwarakanath, Identifying Implementation Bugs in Machine Learning, 2018 ]
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[ S. Ali et al., Systematic Review of the Application and Empirical
Investigation of Search-Based Test Case Generation, 2010 ]

[ http://www.evosuite.org/ ]
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1.1 original 1.2 with added rain
[ Pei et al., DeepXplore: Automated Whitebox Testing of Deep Learning Systems, 2017 ]

EfR7s . [Tian et al., DeepTest: Automated Testing of Deep-Neural-Network-driven Autonomous Cars, 2018 ]
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“stop” “80m speed limit”

“go right”

to “30m speed limit” to “30m speed limit” to “go straight”

Concrete
Semantics

Abstract
Interpretation

2019/1/11 f-ishikawa@SQiP

ol

EfR7T - [Huang et al., Safety
Verification of Deep Neural Networks,
2017 ]

BIYR7T - [ Mirman et al., Differentiable
Abstract Interpretation for Provably
Robust Neural Networks, 2018]
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[ Dreossi et al., Compositional Falsification of Cyber-Physical Systems
with Machine Learning Components, 2017 ]
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BZDI0FIFERA
7R MERICRERSY, Y—FRX—X VYT Uz 7IF

20188 MJava Unit Testing Competition
mELERICEERY — IV 2 lEHFEbE e &8V —IV] &,
ADMESTcHEDK Y KWT R M RA— b Z10M THERL
B I COFMEAEE, I—FANLYyIEZTI—T—
3 vARA7 (NI/INTDOEHER) , TAMNT—ARE
RERRGEPEARTEERTSHIENDHS

[ Molina et al, Java Unit Testing Tool Competition - Sixth Round ]
[ https://code.fb.com/developer-tools/sapienz-intelligent-automated-software-testing-at-scale/ ]
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mFacebookh\E>TLY5 (Continuous Integration®

TATIVICADTWS) EDFEKRHY (Sapienz)
mAONLy Y, TRAME, BHE/N\TEHIEE

[ Mao et al., Sapienz: multi-objective automated testing for Android applications, 2016 ]
[Alshahwan., et al., Deploying Search Based Software Engineering with Sapienz at Facebook, 2018 ]
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Template Mutation

Full Diff Partial Diff

POSTED ON SEP 13, 2018 TO Al RESEARCH, DEVELOPER TOOLS, OPEN SOURCE, PRODUCTION ENGINEERING

Finding and fixing software bugs automatically with SapFix [.htt.psz//code..ﬂ.o.com/developer—tools/
and Sapienz finding-and-fixing-software-bugs-
& g @ automatically-with-sapfix-and-sapienz/ ]
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[ Mao et al., Sapienz: multi-objective automated testing for Android applications, 2016 ]
[ Alshahwan., et al., Deploying Search Based Software Engineering with Sapienz at Facebook, 2018 ]
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[ Ishikawa et al., Continuous Argument Engineering: Tackling Uncertainty
in Machine Learning based Systems, 2018 ]
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[ Zhang et al., Two-Layered Falsification of Hybrid Systems Guided by Monte Carlo Tree Search, EMSOFT'18 ]
[ Kato et al., Falsification of Cyber-Physical Systems with Reinforcement Learning, MT-CPS'18 ]
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