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Foreword

F OR DECADES THE VAST MAJORITY OF COMPUTERS PRODUCED have been embedded pro-
cessors running software that senses, computes, and actuates as part of a larger system.
Over time, increasing numbers of embedded processors have been placed into various sys-
tems to improve performance, reduce operating costs, and provide advanced functionality.
As this has happened, system interdependencies have increased, as has the ability of these
systems to exert an ever greater influence over the physical environment. At some point
these complex systems become Cyber-Physical Systems (CPSs), which in general involve
multiple computer systems interacting to sense and control things that happen in the real
world. While a CPS might sound a lot like just a bigger embedded system, the changes that
come with Internet-level scale and the integration of disparate components into aggregated
systems of systems are profound.

As a longtime researcher, teacher, and practitioner in the areas of embedded systems and
computer dependability, I've witnessed dramatic changes in the cruciality of getting these
systems right. Thirty-five years ago I used a computer to control the lights in a building with
primitive power-line-carrier remote switches. (And people asked me why I'd ever want to do
such a thing.) If the networked lighting system failed back then, the physical wall switches
worked just fine. Today, some buildings soft-link networked wall switches to varying sets of
networked lighting fixtures, and do real-time control on illumination conditions building-
wide based on how much light is coming in through the windows on a minute-to-minute
basis. If part of the computing system fails the wall switches might not do anything, because
they are just input devices on a computer network, and the surviving parts must make sure
enough lights are on to get by until a repair is made. In the future, we might see every light-
bulb and thermostat in every house automatically negotiating for a better electricity rate with
the national electricity consortium by offering to reduce consumption during peak loads.
(This is already starting to happen with smart electric meters.) But if such a deeply inter-
connected system fails, we could easily have a significant outage. In principle, a software
bug in a lightbulb could take down an entire power grid.

In other words, functionality, optimization, interdependencies, and the potential cost of
failure are all increasing over time. The scope and capability of CPSs has increased to the
point that dependability is no longer a luxury—it has become a necessity. This is true for util-
ities, building management, chemical processing, transportation, health care, urban infras-
tructure, agriculture, telecommunications, and just about every other aspect of modern life.
Even computing server farms are being pulled into a critical role via cloud-connected CPS
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services. At this point we're still busy connecting previously isolated embedded systems up
to the Internet. Soon enough we'll be dealing with the consequences of creating ad hoc CPS
amalgams out of components not originally designed for such purposes, and finding out that
“good enough” software wasn't really as good as it needed to be.

Which brings us to the purpose of this book. The chapters in this book address many of
the problems that will have to be solved to get from where we are now to where we need
to be to attain truly dependable CPS design, deployment, and operations. In other words,
its important to make sure we can justifiably trust that these systems will actually work as
needed. But, developing a suitable level of trust is difficult because the scope of a modern
CPS can be so broad, and the issues that must be addressed so pervasive. Topics in this book
cover questions such as

e What does having a trustworthy CPS actually mean for something as pervasive as a
global-scale CPS?

e How does CPS trustworthiness map onto existing knowledge, and where do we need
to know more?

e How can we mathematically prove timeliness, correctness, and other essential proper-
ties for systems that may be adaptive and even self-healing?

e How do we represent, reason about, and ensure the correctness of an inherently dis-
crete system (the computer) that interacts with an inherently continuous system (the
real world)?

e How can we better represent the physical reality underlying real-world numeric
quantities in the computing system?

e How can we expand the notion of trustworthiness to include system support aspects
such as ensuring that a software defect doesn't drain the batteries of a critical compo-
nent?

e How can we establish, reason about, and ensure trust between CPS components that
are designed, installed, maintained, and operated by different organizations, and which
may never have really been intended to work together?

e How can we make sure that when we use a new replacement part for an older
component, the entire system won't come crashing down around us due to a subtle
incompatibility?

e Once we have solutions to these problems, how can we impart that knowledge to future
designers?

This is a book primarily about concepts, and as such these chapters emphasize the-
ory, formality, modeling, and rigor. For example, more than a third of the chapters feature
discussions of the Event-B approach for modeling and reasoning about CPS functionality.
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The authors include a broad and deep sampling of CPS researchers spanning many appli-
cation areas, with an emphasis on European formal methods-based approaches. The authors
met for several days at an NII Shonan meeting, which affords researchers a distraction-free
setting structured to permit digging deep into a problem and figuring out what needs to be
done to solve it. This book is the follow-up to that retreat.

Getting CPS dependability right is essential to forming a solid foundation for a world
that increasingly depends on such systems. This book represents the cutting edge of what
we know about rigorous ways to ensure our CPS designs are trustworthy. I recommend it to
anyone who wants to get a deep look at concepts that will form a cornerstone for future CPS
designs.

Phil Koopman
Pittsburgh, Pennsylvania






Preface

HIS PREFACE BRIEFLY INTRODUCES THE AREA OF TRUSTWORTHY Cyber-Physical
Systems (TCPS), outlines challenges in developing TCPS, and explains the structure
of the book.

TRUSTWORTHY CYBER-PHYSICAL SYSTEMS

Societal and business activities depend more and more on software-intensive systems. Novel
systems paradigms have been proposed and actively developed, notably Cyber-Physical Sys-
tems (CPS). The envisioned systems expand target entities and processes handled by the
systems, stepping more deeply into human activities as well as real-world entities. There are
emerging application areas such as automated driving and smart cities, while the existing

areas, such as aviation, railways, business process management, and navigation systems, are
also evolving by including a richer set of features. Visions for CPS include or extend a num-
ber of systems paradigms, such as Systems of Systems, Ubiquitous Computing, the Internet
of Things, Smart Cities, and so on. Obviously, the increased involvement with human activi-
ties and real-world entities leads to greater demand for trustworthy systems. Here, and in this
book, we treat system trustworthiness in a broad sense of a system being worthy of confidence
or being dependable, so that it delivers service that can be justifiably trusted.

The developers of CPS face unprecedented complexity, caused not only by expanded
application features, but also by combined mechanisms for trustworthiness (self-adaptation,
resilience, etc.). Considering this growing complexity the construction of trustworthy CPSs
and ensuring their trustworthiness is absolutely the key challenge in systems and software
engineering.

The only solution that can help tackle this challenge is the development of new engineer-
ing methods for trustworthy CPS. One of the difficulties here is development of abstractions
and semantic models for effective orchestration of software and physical processes [1]. There
is no doubt that foundational theories and various technological components are essential
as the building blocks for the new engineering methods. The building blocks for the engi-
neering of trustworthy systems spread across verification algorithms, probabilistic analysis,
fault models, self-adaptation mechanisms, and so on. The challenge of complexity requires
further elaboration and integration of such blocks into sound engineering methods. Engi-
neering methods define systematic and reliable ways for modeling analyzing, and verifying
the system and its trustworthiness while mitigating the complexity. Recently, there have
been yet more active efforts in engineering methods for trustworthy systems, on the basis

xiii
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of various approaches. Formal methods are one of the promising approaches that have been
actively explored not only by academia but also by industry. Each approach has different,
unique features, but essentially relevant to each other, focusing on modeling of the sys-
tem, modeling of trustworthiness or faults, and their analysis and verification for complex
systems, especially CPSs.

It is clear that in order to speed up the development of novel engineering methods
for emerging complex CPSs, it is absolutely necessary to promote active discussions on
subjects beyond specific applications, engineering approaches, or even paradigms. On
October 27-30, 2014 we organized an NII Shonan Meeting on the Science and Practice of
Engineering Trustworthy Cyber-Physical Systems. The NII Shonan Meeting, following the
well-known Dagstuhl Seminars, is a scheme for meetings to promote discussions by world-
leading researchers and practitioners. Our TCPS meeting aimed at providing this opportu-
nity by inviting world-leading researchers working on engineering methods for TCPS. The
meeting was attended by 32 participants from Asia, Europe, and North America and helped
the participants to exchange ideas and develop a good common understanding of the area of
TCPS. It was an extremely successful event that spawned new ideas and new collaborations.
Further information about this meeting can be found at the Web site http://shonan.nii.ac.jp/
seminar/055/ and in the final report (No. 2014-14 at http://shonan.nii.ac.jp/shonan/report/).

The idea for this book was conceived and discussed during the meeting. The chapters of
the book were written by the participants of the seminar, to whom we are really grateful for
their participation in the Meeting, for sharing their ideas, and for supporting the idea of the
book.

KEY QUESTIONS

During the Meeting we organized several discussion sessions focusing on the following four
key questions:

e What are the essential differences between CPS and traditional software systems?

e What are the technical challenges facing TCPS engineering?

e What are the nontechnical challenges facing TCPS engineering?

e What are the gaps between academia and industry (research and practice) in engineer-

ing (so far/for future TCPS)?

Most of the participants are top academic researchers on techniques for trustworthiness,
such as formal methods, who have active collaborations with industry. There were also
participants from industry. Below we include a brief summary of the issues identified.

1. What are the essential differences between CPS and traditional software systems?

To understand these differences we need to first identify the essential properties of
the systems we wish to develop. CPSs consist of collaborating computational elements
controlling physical entities, which interact with humans and their environment. The
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design method should consider their elements differently from those of traditional
software-based systems.

The main characteristics of physical systems are their continuous behavior and
stochastic nature. This is why the development of CPS requires the involvement of
specialists in multiple engineering disciplines. These systems often use close interac-
tion between the plant and the discrete event system, and their complexity can grow
due to interaction among multiple CPSs and the need to deal with time.

These are some of the essential features of CPS beyond conventional control
systems: context awareness, cognitive computation, and autonomy.

. What are the technical challenges facing TCPS engineering?

The technical challenges in TCPS engineering derive from the need to deal with sys-
tem heterogeneity. TCPS engineering needs sound foundations to deal with modeling
and analyzing the parts (e.g., continuous and discrete) and their compositions. These
systems are often so complex that the humans in the loop may not completely under-
stand them, which calls for special engineering methods to develop systems to assist
humans as much as possible and make sure that the systems are always safe.

These systems have to be modeled/reasoned about together with their environ-
ments; the difficulties here are in choosing the right level of detail in representing
the environment and in ensuring that all relevant elements of the environment are
represented.

There is a wide range of CPS starting from social interaction systems and the
Internet (Internet of Things) to safety-critical CPS in medicine/surgery.

Typically the general properties of CPSs can only be deduced from the local behav-
iors of their parts. The execution of these parts might have global effects and typically
result in an emergent behavior of the whole. CPS engineering will need to include
methods for compositional verification and compositional certification.

It is crucial to guarantee CPS trustworthiness for the guaranteed as well as the
nonguaranteed behavior of the system. The safety, security, and reliability risk analysis
of CPS require methods that go beyond the traditional hazard analysis techniques.

. What are the nontechnical challenges facing TCPS engineering?

Perception of technology by the general public is crucial for deploying CPS. The dit-
ficulty lies in the problem that public acceptance of technologies depends on more
than technical evidence (e.g., proof) of their correctness. It is challenging to com-
municate arguments, which include stochastic behavior and risks. We need to better
understand how people feel about new technologies and also about collecting data to
support analysis of trustworthiness.

There have been discussions on the development culture in some companies in
which computer science (CS) and mathematics (e.g., formal methods) are not con-
sidered so relevant in practice. However, scientific approaches are inevitable to ensure
trustworthiness under higher complexity of CPS. There are also obstacles in changing
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the culture in large companies. We need to understand how to demonstrate advantages
of new technologies, and for this we need to clearly demonstrate business cases.

TCPS development requires interdisciplinary approaches that rely on communi-
cation between various experts. The CS people are expected to play a larger role by
serving as hubs, as well as the ambassadors of new technologies. They will be able
to develop rigorous unambiguous foundations for communicating knowledge and
decisions across the domain involved.

In the area of certification and assurance important topics are the liability of com-
panies, the use of specification as contract, and the need to develop a standard for
standards. One important issue is to understand when and why the life of CPSs end.

The main challenges in education are as follows: CS engineering education does not
cover continuous domain, and there is a need to educate the general public about new
technologies.

4. What are the gaps between academia and industry (research and practice) in engineer-
ing so far/for future TCPS?

There is a cultural gulf between academia and industry, reified by the career require-
ments of both groups, but there is also a gulf within industry between research and
production. There is a gap between different industries as well as between single-
product organizations and heterogeneous CPS, where no one industry dominates.
Sometimes companies are aware of the advantages of engagement but encounter
difficulties in implementing it.

The goals are different as well. There is an academic need for academic excellence
and an industrial need for commercial success. Academics are mainly into science;
industry is into engineering. To add to this, there is inflexibility in both, academics
and industry; for example, industries keep academics at a distance.

The successes achieved so far include government support for smaller joint projects
(as in the EU), large EU projects (e.g., the development of software for avionics has
successfully mixed academics and industry in long-term projects and large investment
has been key), moving PhDs from industry to academia and vice versa.

The ways forward are as follows. Relevant government policies should be devel-
oped, and the governments should be lobbied for support. Unfortunately, information
and communication technology and CPS are not given the attention afforded to, for
example, high energy physics. In addition we need to lobby academia to promote the
value of industrial engagement (the detail here is not trivial!) and industry to show the
cost implications of academic engagement. Cross-fertilization between academic dis-
ciplines and between academia and industry should be encouraged. There should be a
greater academic presence on standards committees. Lastly, industry should be more
involved in the teaching of CPS.
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OBJECTIVES AND STRUCTURE OF THIS BOOK

It will require joint effort by researchers working in a number of disciplines related to systems
engineering in general to ensure that the CPSs that we are using now and will be using in
the future are trustworthy. The traditional software-centric approaches are not applicable in

this domain. In CPS, the physical part, the environment, the humans, and a variety of other
systems are interacting with the increasingly cyber realm traditionally handled by computer
scientists and software engineers.

There are already several excellent books that have been published on CPS (e.g., [2-4]).
The aim of this book is to give practitioners and researchers a comprehensive introduction
to the area of TCPS engineering.

The book covers various topics related to engineering of modern/future TCPS, including
modeling, verification, rigorous design, simulation, requirements engineering, dependabil-
ity, resilience, safety, architectural design, codesign/cosimulation, validation, modeling of
constraint resources, safety cases, service-level agreement, and run-time resource optimiza-
tion/allocation.

The book largely draws on the 4-day Shonan meeting that helped the contributors to ana-
lyze the challenges in developing trustworthy CPS, to identify important issues in developing
engineering methods for CPS, and to develop a common understanding of the area and its
challenges.

The individual chapters are written by teams led by the participants in the Shonan meet-
ing. Joint participation in the meeting allowed the contributors to develop a good common
understanding of the domain and of the challenges faced by the developers of TCPS.

The book has wider than usual technical coverage addressing various issues contributing
to trustworthiness complemented by the contributions on TCSP roadmapping, taxonomy,
and standardization, as well as on the experience in deploying advanced systems engineering
methods in industry. Bringing all these topics together is unique and extremely important
for the domain.

The book features contributions from the leading researchers in Japan, Canada, the USA,
and Europe. The European partners have been and are being involved in a number of major
FP7 and Horizon 2020 projects on CPS engineering.

The book consists of 16 chapters. The chapters are self-contained and provide discussions
from various points of view; thus the readers can read the chapters independently according
to their interests.

Chapters 1 through 3 discuss definitions, visions, and challenges of TCPS. This provides
a good starting point to review concepts and difficulties in CPS and trustworthiness of CPS.
Different viewpoints are provided, such as comparisons between embedded systems and
systems of systems, as well as views of CPS as a type system.

Chapters 4 through 7 present specific approaches to ensuring trustworthiness, namely,
proof and refinement. Mathematical proofs make it easier to rigorously ensure the trust-
worthiness of the target system. Refinement adds a further power onto proofs as an effective
way of mitigating complexity through incremental or gradual formal development. The core
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challenges reside in how to model and verify self-* (adaptive, healing, etc.) and resilient
systems.

Chapters 8 through 10 focus on engineering methods for dealing with hybrid aspects,
that is, both continuous and discrete aspects. This is one of the key unique challenges in
CPS, which requires the developers to go beyond the classical realm of computer science
and software engineering.

Chapters 11 and 12 exemplify advances in developing the foundational techniques.
Two studies are presented that envision strong support for modeling of domain-specific
structures and verification of power consumption.

Chapters 13 through 15 present approaches based on agreements and assurance. Both
of these concepts focus on properties that define trustworthiness of the target system and
are often discussed beyond organizational boundaries. Different agreements and assurance
techniques are presented in the chapters: monitoring and enforcement by the system as well
as careful analysis and discussion by the involved engineers.

This book ends with Chapter 16, which discusses transfer of these advanced techniques
to a wide range of engineers in the industry. This discussion is based on an intensive, long
experience of industry education through industry-academia collaboration.
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